Audit tool to assess compliance with the Guidelines for the specification, implementation and management of Information Technology (IT) systems in hospital transfusion laboratories
	Ref:
	Criteria
	Compliance 
Y     N    N/A


	Action Required 
	To be completed by:



	2.1 
	Stock management
	
	
	

	2.1.2
	There is a secure method of input to ensure the correct information regarding each component and batch product is held within the LIMS. 

	
	
	

	2.1.2
	The LIMS supports the current UK combinations of ISBT 128 and Codabar labelling systems, and is future proofed for potential full implementation of ISBT 128 and the introduction of two-dimensional Data Matrix codes.

	
	
	

	2.1.4 

	The system allows the location of stock to be recorded and supports transfer of stock between locations with appropriate audit trails.
	
	
	

	2.2
	Managing the patient record
	
	
	

	2.2
	There is a document describing the interfaces and flow of information between all systems holding patient demographics, and this is regularly reviewed.

	
	
	

	2.2
	Processes are validated to ensure that complete and correct patient and component/product data are entered into the LIMS.
	
	
	

	2.2.1
	The LIMS supports the use of the NHS number (or equivalent) in addition to other numbering systems as required by the user, e.g. A&E or temporary numbers.

	
	
	

	2.2.2
	The LIMS can hold the following information:

· First and last name, DOB, gender, address and postcode. 
· All relevant transfusion related patient data
· All previous transfusion/grouping records relating to a patient
· Historic blood group information
· Special requirements
· Patient antibodies and antigens (coded to the international coding structure for antibodies/antigens) 

· Previous names and addresses if applicable
· Patient diagnoses/clinical details/reason (justification) for transfusion
	
	
	

	2.2.2
	The LIMS supports association of records from one individual with another, e.g. mother with infant and partner association in pregnancy associated testing.

	
	
	

	2.2.2
	The LIMS supports entry of partial patient records and allows patient details to be updated as they become available in accordance with local risk management policy.  

	
	
	

	2.2.3.1
	Locally defined rules for merging records are in place and define the following:
· Who can merge

· Under what circumstances a merge can take place

· Relevant training

· Appropriate maintenance of documentation
	
	
	

	2.2.3.2
	There is a clear, precise organisational policy on when a merge can be undertaken, and the staff involved have a clear understanding of the effect of merging on patient healthcare records
	
	
	

	2.2.3.2
	Where there is a link between the PAS and the LIMS the LIMS recognises when an external merge has occurred and alerts transfusion staff accordingly in order for appropriate update of the LIMS records
	
	
	

	2.2.3.3
	When undoing a merge or link there is a full audit trail and all information prior to the time of the merge reverts to the original state, and subsequent information is correctly assigned to the appropriate record.


	
	
	

	2.3
	Generating transfusion requests (electronic)
	
	
	

	2.3
	Processes and controls are clearly specified and interfaces between electronic request system, LIMS and manual actions are well defined.

	
	
	

	2.3
	Management controls are in place to ensure that the Transfusion Laboratory Manager is informed of all pending changes to systems interfacing with the laboratory, and that changes are managed and appropriately version controlled and validated to ensure that the transfusion pathway continues to meet regulatory and quality requirements. 

	
	
	

	2.3.1
	Electronic requesting (Order Comms) software has:
· Communication with the LIMS 
· Access control ensuring that critical process steps are only available to authorised staff
· Support for the ordering of components including capture of information required by the transfusion laboratory
· Support for the entry of clinical special requirements (e.g. irradiated or CMV negative) and flag these to the laboratory 
· Appropriate rules to determine whether a blood sample is required  based on information supplied from the LIMS (BCSH 2013)
· Alerts in situations where a sample is NOT required or is already in the laboratory but action by the laboratory is needed (e.g. issue of components)
· Monitoring of the electronic interfaces between the IT systems required to support the electronic request management process (Order Comms/PAS/LIMS) with user alerts in the event of interface failure
· Automatic detection of any discrepancy of demographic data between the LIMS, PAS and Order Comms systems with user alerts
· A warning to the requestor if a request is rejected and the reason why
· A mechanism to monitor work progress and to alert users if predefined sample receipt or process time are not met
	
	
	

	2.3.2
	Sample collection using Order Comms:
· Verification of the match between the patient and the computer record  and printing of the sample label is performed at the bedside at the time of phlebotomy;
· Date and time of collection of the sample is recorded on the label

	
	
	

	2.4
	Laboratory handling of samples/requests
	
	
	

	2.4.1
	When a patient’s details are entered to the LIMS manually, the LIMS can recognise if the patient is already known and provide options to match to a record in the system, or if not recognised, create a new record. 
	
	
	

	2.4.1
	The LIMS alerts the user if a potential duplicate record is being created (i.e. same/similar details but different unique patient identifier entered) 
	
	
	

	2.4.2
	Where there is an electronic transfer of information from Order Comms to LIMS the request is always identified with a unique request number.  
	
	
	

	2.4.2
	Where samples are required these are labelled with a unique barcoded identification number electronically generated at the bedside. 
	
	
	

	2.4.2
	The number generated at the bedside is also used in the laboratory, or if samples are re-numbered in the laboratory appropriate procedures, based on local risk assessment are followed. 
	
	
	

	2.4.2
	The date and time the sample is collected is entered into the LIMS.
	
	
	

	2.4.2
	Manual systems are in place to support transfusion activity when Order Comms is unavailable, and when available again a process is in place to update the system. 

	
	
	

	2.5
	Analytical processes
	
	
	

	2.5.1
	Algorithms for reflex testing are supported by the LIMS and implemented where possible 
	
	
	

	2.5.2
	The LIMS can produce worksheets on screen and copies can be printed
	
	
	

	2.5.3
	The LIMS holds the following administrative information:
· whether results have been entered  by automatic links  or manually
· whether the result has been edited
· date (and time) of testing
· audit trail of activities
	
	
	

	2.5.3
	Where interpreted results are sent from the analyser to the LIMS, results edited on the analyser are flagged
	
	
	

	2.5.3
	The LIMS supports ‘double blind’ entry of manual results
	
	
	

	2.5.3.1
	Any discrepancies between current ABO/D results and historic results are flagged by the LIMS
	
	
	

	2.5.3.2
	There is an alert for positive antibody screens and a request is triggered for antibody identification
	
	
	

	2.5.3.2
	The LIMS displays any previously detected antibodies.
	
	
	

	2.5.3.3
	The LIMS supports entry of antibody ID interpretations as separate specificities, using drop down (coded) lists or equivalent.  
	
	
	

	2.5.3.4
	The following crossmatch information is stored on the LIMS:
· patient identifier;
· donation number;
· test conclusion or results of individual test by technique and reaction grade;
· date, time and identity of personnel/analyser for all actions. 
	
	
	

	2.5.3.5
	For pregnancy related testing the LIMS also stores:
· number of weeks gestation and EDD (where EDD only has been supplied the LIMS should automatically calculate and display the weeks of gestation);
· partner phenotype (where relevant);
· titre/quantitation results where clinically significant antibodies are present;
· date anti-D prophylaxis administered and dose.
	
	
	

	2.5.3.5
	Information required to follow BCSH antenatal testing and anti-D prophylaxis algorithms is easily accessible from the LIMS 
	
	
	

	2.5.4.1
	The IQC data is validated before test results are accepted, whether this validation occurs on the LIMS or the analyser. The IQC data is stored on the LIMS (or on the analyser, providing there is an approved backup and restore process).  
	
	
	

	2.5.4.2
	EQA samples can be entered to the LIMS, and flagged so as not to disrupt workload figures.
	
	
	

	2.5.5
	The LIMS supports automated authorisation when results are transferred from a fully automated analyser; but only where there has been no editing of results; and where there are no discrepancies identified from previous results. 
	
	
	

	2.6
	Component selection
	
	
	

	
	The LIMS ensures that components, i.e. red cells, platelets, FFP and cryo) selected meet all necessary requirements to ensure their suitability (e.g. antigen negative units, neonatal requirements etc.) 
	
	
	

	
	In clinical emergencies some requirements can be overridden in accordance with pre-agreed protocols - any concessions are documented
	
	
	

	
	Special requirements flagged for the individual patient are taken into account, whether from:
· previous transfusion history/testing 
· specified on the sample request
· identified through current testing
· determined by the application of predefined demographic/clinical rules
 (See Appendix 1 for examples)
	
	
	

	
	Selected components are reserved for a defined period in accordance with the Guidelines for pre-transfusion compatibility procedures in blood transfusion laboratories (BCSH 2013)
	
	
	

	2.6.1
	In all cases the LIMS ensures that the controls and rules expressed in the Guidelines for pre-transfusion compatibility procedures in blood transfusion laboratories (BCSH 2013) are followed.  The following requirements are met:

· the LIMS does not allow selection of ABO incompatible red cell units
· the LIMS prevents use of results from an invalid sample
· the LIMS does not allow issue of units where pre transfusion tests remain outstanding, except in emergency situations, where a controlled override should be possible
	
	
	

	
	Controls in the LIMS prevent the following unless appropriate override has been authorised:
· selection of D positive blood for a D negative patient
· selection of incompatible units for a patient with known antibodies
	
	
	

	2.6.1.1
	Units for serological crossmatch are reserved on the LIMS using barcoded entry of selected donations.  
	
	
	

	2.6.1.2
	The LIMS performs checks to ensure that all the requirements for EI have been met including all criteria identified in the Guidelines for Pre-transfusion Compatibility Procedures in Blood Transfusion Laboratories (BCSH 2013).  The Medicines and Healthcare products Regulatory Agency (MHRA) have published guidance on EI and this has been taken into account (MHRA 2010).
	
	
	

	
	· Extensive validation of the EI procedures, protocols and systems has been performed prior to implementing EI 
· Validation is repeated following system maintenance and upgrades.
	
	
	

	
	EI is not used:
· in the event of LIMS downtime
· where the patient group or antibody screening results have not been transferred electronically from automation to the LIMS
· with units that have not been entered into blood bank stock electronically
where automated results have been manually edited.
	
	
	

	2.6.1.3
	Where it is necessary to release blood for transfusion without performing/completing pre transfusion testing or crossmatching, the LIMS allows emergency issue as identified in the Guidelines for Pre Transfusion Compatibility Procedures in Blood Transfusion Laboratories (BCSH 2013).
· In all cases entry of retrospective testing (e.g. compatibility results) is possible with full audit trail of entries and amendments available. 
If patient information is not available at the time of issue later reconciliation is possible once the full patient record has been established.
	
	
	

	2.7
	Selection of fractionated blood products
	
	
	

	
	The LIMS enables selection of fractionated blood products based on clinical algorithms.  Where possible using flags or logic rules to prompt accurate and/or timely selection of the right product (e.g. management of anti-D immunoglobulin). 
	
	
	

	2.8 
	Component labelling and Issue
	
	
	

	
	Components are identified with a securely attached compatibility tag before issue.  
	
	
	

	
	Units are authorised, and the labels printed and attached, one patient at a time, at a single workstation location.  
	
	
	

	
	All labels when attached to components do not cover or obscure donation or manufacturer information on the unit base labels.
	
	
	

	2.8.1
	The compatibility tag is printed out once the units have been authorised as compatible or suitable to issue.  
	
	
	

	
	The information printed onto each label is identified in the pre transfusion guidelines and this should be reviewed in conjunction with these guidelines.

The system includes the following information on the compatibility tag when available:
i. Last name;
ii. First name;
iii. Date of birth;
iv. Unique patient identification number 
v. 1st line address (mandatory in Wales only)
vi. Patient ABO and D group;
vii. Donation number (ideally in both eye readable and barcode format);
viii. Component type;
ix. Statement indicating whether the component is compatible or suitable
x. Date by which the component must be transfused or de-reserved (taking into account the change in expiry date and time when thawing frozen plasma component/products).
	
	
	

	
	If the blood group of the unit and the patient are not identical, a comment is printed on the compatibility tag highlighting the difference.
	
	
	

	2.8.2
	There is a specific step to ensure the correct label has been attached to the correct component.

Ideally this is by automated means using electronically readable information. 
	
	
	

	
	This verification step includes:
· A check to ensure donation number on component is identical to the donation number on the compatibility tag
· A check to ensure the product type on the compatibility tag is correct.
	
	
	

	
	Where automated support for verification of the donation number is employed this will require printing of the barcoded donation number on the compatibility tag. The automated system is designed to ensure that the donation numbers from both the component and the compatibility tag have been compared. (i.e. duplicate entry of one barcode would be detected as an error.)
	
	
	

	2.8.3
	Remote issue is always supported by electronic systems under the control of the LIMS to ensure correct component release. 
	
	
	

	
	· Components in remote issue are managed by the transfusion laboratory

· Procedures are in place to ensure that at all times only suitable components are available. 
· The current location of all blood and components, including thawed FFP, is available in the laboratory. 
· Records must be kept of all movements of components
	
	
	

	
	· Remote issue of red cells is only used for patients who have been determined as eligible for EI.
· It is clearly defined whether patients with special requirements (e.g. irradiated, antigen matched) will be handled through remote issue
	
	
	

	
	Remote EI is rigorously controlled through use of;

· Standard operating procedures

· Trained and competent users 

· Validation of the system
	
	
	

	
	The following controls apply to the remote electronic issue system:
· The user is positively identified by the system and verified to ensure they are authorised for the procedure;
· Procedures are in place to ensure all stock is suitable for issue
· Appropriate stock rotation is in place to ensure units are removed prior to expiry
· The identification of the patient and the request for components follows the same rules as identified in section 2.3 and the Guidelines on Administration of Components (BCSH 2009)
· Request information is transferred to the LIMS either through electronic requesting or direct input to the remote issue system. 
· The LIMS verifies the patient request and authorise the issue of group compatible components
· The LIMS takes into account any special requirements that apply to the patient and ensures that these are met;
· Selected units are scanned into the remote issue system and a label produced;
· There is a system for label verification to ensure that the label attached to the component matches exactly in terms of donation number;
· Local and remote alarms are generated if user scans wrong unit and prompt to return unit and take correct unit.
	
	
	

	
	Records stored include:
· Identity of individuals undertaking any step in the process
· Identification of the patient 
· Donation numbers of the units placed into stock or issued
· Component /Product Type(s)
· Date and time of placement and issue.
	
	
	

	
	· There is an alarmed electronic override feature for use in emergencies 

· All events are logged and investigated retrospectively.
	
	
	

	
	· All blood that has been recalled or removed from the remote issue system for longer than the specified time is quarantined so that it cannot be dispensed.   

· Remote Issue systems are not used if the interface to the LIMS or any element of the remote issue system fails.  

· Contingency plans are in place.
	
	
	

	2.9 
	Post analytical reporting
	
	
	

	
	Reports are be clearly presented and use terminology that is clear and unambiguous 
	
	
	

	
	· Comments added to reports conform to those identified in other BCSH guidelines.
· Reports give all information required for full identification of the patient and essential user information that meet CPA and ISO15189 standards. 

· If the compatibility report form (or equivalent) is  printed it is not used as part of the administration checking process as recommended in the NPSA safer practice notice 14 (NPSA 2006). 
	
	
	

	
	Reports can either be:
· Final - released following authorisation
· Interim  - may be released prior to authorisation but are clearly marked as unauthorised or incomplete.
· An audit trail is in place to show when the report was viewed and by whom.
	
	
	

	
	· The transfer of information to other IT systems complies with applicable healthcare communication standards.  

· Dispatch of the reports is to a recognised system and meets the security and information governance recommendations
	
	
	

	2.9.1
	There are procedures to deal with correction to issued reports so that when a correction is required, this is treated as a quality incident with appropriate investigation, corrective and preventive actions including:

· Withdraw all copies of the report
· Inform the relevant users that the report has been changed (the LIMS provides an audit trail to show when the on line report was viewed and by whom)
· Follow through of actions that other electronic systems have taken on the basis of the original report e.g. Order Comms
· Issue of an updated report which clearly indicates its revised status
	
	
	

	
	· Monitor, track and trend the number of incidents where this occurs
	
	
	

	
	· If interim reporting is supported there are procedures in place for when information is changed prior to authorisation. 
	
	
	


	3.1
	Component collection (fridge tracking)
	
	
	

	
	The following requirements apply to fridge tracking systems:

· configuration of the system is such that there is real time communication between the LIMS and the issue locations;
· the LIMS electronically notifies the fridge tracking system when components are ready for issue to specified patients; 
· the LIMS is able to update the fridge tracking system if units are no longer suitable for use and the system should respond accordingly; 
· where multiple storage locations are used each has a unique identification code;
· they require entry of the unique patient identification, in an electronically readable format.  Ideally this should be generated from the patient’s wristband; 

· the system controls access to the fridge/platelet incubator with some form of electronic lock.  
· system design ensures procedurally controlled access and system alerts in event of network downtime, power failure, clinical emergency etc.;
· the fridge unlocks only if components are available for the specified patient;
· the system electronically reads and recognises unique component IDs including donation number, component code (including split number);
· alert/warnings are generated if units are no longer suitable for transfusion;
· the transaction history of each component is stored.  This includes, where applicable, the physical transfer of components from stock to issue locations; details of unit movements including transfer between unreserved and reserved stock; transfer to and from satellite refrigerators; issues to wards and departments; and transfers to other hospitals.

	
	
	

	3.2
	Administration (bedside tracking)
	
	
	

	
	The bedside tracking system performs pre-transfusion checks at the patient’s side including the following:
· electronic capture of the unique patient identification from the wristband or equivalent;
· electronic capture of the donation number, component code, blood group and expiry date from the unit;
· a verification process using information from the LIMS (either transmitted by direct communication with the bedside tracking system or by the use of electronically readable information on the compatibility label) which securely links patient and donation information;

· alert to errors in real time to prevent incorrect blood component transfusions
	
	
	


	4
	Recording administration/final fate information
	
	
	

	
	There is a mechanism in place to ensure that the final fate of each component is captured.

This includes the following fates:

· transfusion to the identified patient

· discard 

· transfer to another hospital 

· recall by the blood service
Final fate information is provided securely to the LIMS by: 
· Manual entry in the laboratory from the return of paper documents
· Manual entry onto the LIMS from the clinical area
· Electronic transfer from a tracking system
If final fate information is input manually 
· timeliness is assured

· accuracy is assured

	
	
	


	5.1 
	Traceability/data retention
	
	
	

	
	The following items of information are being retained:

· donation number;
· component type;
· split numbers (where applicable);
· Blood Establishment/supplier;
· date received;
· identity of the patient who received the blood component or final fate if not transfused;
· lot number of the component/product, (where applicable).
.

Traceability information is being retained for 30 years and in accordance with BSQR 2005.

The traceability strategy is documented and identifies:

•
where traceability information is held;

•
how information elements are linked between systems; 

•
the mechanism and frequency of traceability audits.
	
	
	

	5.3
	Improving blood usage
	
	
	

	
	· The system supports coded entries for reasons and indications for transfusion and laboratory parameters.

· The system supports analysis and reporting on this information to support safe and rational use of blood components.
	
	
	

	6.1
	System security/governance
	
	
	

	
	· System security has been evaluated and found to comply with regulation and NHS Guidance.
· Security of all legacy and archive systems is included in the security evaluation.
· Access controls are up to date and accurately reflect current user authorisations.
	
	
	

	6.2
	System availability/business continuity
	
	
	

	
	· Business continuity plans are in place to manage system downtime

· Business continuity plans have been stress tested in accordance with procedures.
	
	
	

	6.3
	Data integrity
	
	
	

	
	Data integrity checks are performed across all relevant systems.
	
	
	

	6.4
	Duplicate record searches
	
	
	

	
	Duplicate record searches are performed at regular intervals.
	
	
	

	6.5
	Back up & disaster recovery
	
	
	

	
	A backup and recovery strategy is in place defining:

· Responsibility for backup and recovery

· Frequency and type of backup

· Frequency of database recovery testing

Backups are performed in accordance with the strategy

Data recovery has been tested in accordance with the strategy requirements.


	
	
	

	6.6
	Change control & system upgrade
	
	
	

	
	· The LIMS and all associated systems are under change control.

· Vendor access to systems is controlled to prevent unauthorised change.
	
	
	

	6.7
	Audit trails
	
	
	

	
	A risk assessment has been performed to determine the information to be held in the audit trail
	
	
	

	
	Periodic audits are being performed to ensure all necessary information is being captured and retained
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